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Into the 21st Century- How Well Equipped?

The Canadian intelligence community has grown and evolved as needed-not always tidy- not always without controversy. Since 9/11 there has been an unprecedented expansion to include a variety of agencies beyond what might be called the usual suspects- CSIS, the RCMP, CSE; agencies as different as the Canadian Border Services Agency and my old friends at the Canadian Nuclear Safety Commission. Whatever the numbers and whatever the roles, the question is: How well equipped is Canada as it moves into the 21st century? 

While the terrorist threat was a concern of most of the world's intelligence organizations, western intelligence organizations were both organized and resourced to focus on the threats posed by the espionage efforts so prominent during the roughly 40 years of the Cold War.  With the end of the cold war, the intelligence communities in many allied/industrialized countries began looking for new mandates or targets. 

Through the 1990s these services began to delve into such issues as organized crime, drugs, and economic and corporate intelligence.  Success, or gaining a successful "market niche" was elusive, at least as far as the latter two sectors were concerned.  However, investigations into organized crime and drugs were more fruitful, and although overlapping with law enforcement, easily meshed with the concentration on countering the growing terrorist threat.  This last phenomenon, with 9/11 as a breakpoint, has brought most security intelligence services back to their basic focus.

If the preponderance of the resources in CSIS had traditionally been devoted to counter-intelligence or counter-espionage activities, that began to change with the wind down of the Cold War and the increasing seriousness of terrorist activity. The result was that, by 9/11, CSIS counterterrorism activities dominated its concerns.

That said, it cannot be stressed too strongly or too often that foreign relationships, some non-traditional and some quite unsavory, are vital to countering terrorism. Just as important, these relationships must cut across all government institutions with and outward-looking face or mandate and their intelligence product utilized fully in a government-wide effort to combat terrorism.

Intelligence and Law Enforcement

Law enforcement is both a contributor and a big customer of intelligence.  This very fact raises the issue of the degree to which there should being an overlap or, at the very least, closer institutional links between intelligence and law enforcement.   In Canada this essentially starts with the RCMP and the CSIS.  Relations between these two organizations have not always been cordial and much of the earlier interservice bad feeling has been made all too public recently  during the Air India trial and even more recently in testimony before the Air India Inquiry.  Neither governments nor Canadian citizens will be tolerant of any continuation of these turf wars and apparent lack of trust and cooperation.

The essence in of the clearly continuing problem rests with the difference between the objectives of security intelligence, and law enforcement.  Simply put, security intelligence equals prevention and law enforcement equals prosecution.  

A Legal Challenge

Among a number of challenges that the security situation throws up, I want to touch particularly on one. That is the heavy onus on the courts, an onus that cannot be unloaded or ignored, to ensure that security legislation and police and security powers fit within Canada’s constitution and play an important role in identifying that crucial balance between the rights of citizens and the security of the state.

It is crucial that Canadian judges do not to shy away from a potentially dangerous dimension which may increasingly be added to their daily workload. 

There are a number of dimensions at play here, not least the physical security of our courtrooms. The elaborate security measures taken in the recent Air India trial perhaps give some indication of what may become de rigueur in courtroom architecture and processes when trying cases where violence is never far from the door.

Jurisdiction and venue may well also be considerations. We are just at the opening act of this drama and may not have determined what provides the most effective means to deal with these issues. Perhaps there should be a tribunal to hear security/terrorism cases, or, conceivably, designated judges (as happens now in the Federal Court) in different jurisdictions who will gain the necessary expertise. Whatever the solution, it must also obviate, to the extent possible, the ability of either side of the case to go “forum-shopping”.

Canadian judges would be less than human if they didn’t at least reflect on what has become a distressing trend on the US Federal bench. In essence, judges there, when faced with security or terrorist issues, have often said—“that’s above my pay grade and anyway, surely the Federal government is in the best position to judge”. We have seen this recently when a Federal judge dismissed Mahar Arar’s civil suit as the issues of national security and foreign policy it raised were seen as special factors beyond the competence of that particular court. In Canada, particularly in the light of recent Supreme Court decisions, there may well be a similar propensity on certain benches, -- particularly with respect to the will to detain foreign terrorist suspects.

These types of issues will increasingly come before the courts and they will bring with them unfamiliar issues and unfamiliar contexts as the amalgam of intelligence, criminal behaviour and terrorism comes together. I’ll attempt in the next few moments to tell you why. 

The most proximate links are the operations of organized crime which essentially cut across both criminal and terrorist activity. Organized crime is often defined as activities driven by the desire for financial gain while terrorism constitutes activities driven by political or social goals. Perhaps, but increasingly organized crime and terrorism are not far apart. 

Certainly there are many parallels, aims and objectives, lines of business, e.g. money-laundering, drug running. Certainly the groups often overlap and intersect. Given these interactions, there should be a concern about the presence of organized crime in our ports and, increasingly we are told, at our airports. 

Complicated as all this may sound, and unfamiliar as many of the factors which lead to security/terrorism cases before the bench will be, judges need to meet this new set of challenges directly. One important reason to do so lies with the court’s role in protecting the rights of individuals. This is a role both prophylactic and remedial. It is also one which cannot be left solely to the discretion and disposal of the executive or legislative arms of government.

This becomes a matter of some complexity as the state begins most security cases with a substantial advantage, claiming the need for secrecy because of possible damage to the country’s foreign policy interests and the dangers if intelligence methods are disclosed. A minefield perhaps, but one which must be traversed if the balance is to be struck between the interests of the state and the rights of the individual. Various aspects of this issue are dealt with in some detail in Professor Forcese’s book on Security Law. I noticed, particularly, his comment that the Federal Court has indicated that, in finding that balance, government claims of national security already have a finger on the scale.
 I also thought important his citation of one of the Johannesburg Principles that national security claims to restrict disclosure are not legitimate if the underlying purpose of the claim is to shield government from embarrassment or exposure of wrongdoing.

Delving behind the government’s cloak of secrecy may in fact be one of the most complex tasks judges will face. Otherwise, our intelligence organs (CSIS – CSE -- RCMP) are bound by our laws which are quite transparent and those charged will often be brought to court under provisions of the Criminal Code, territory generally familiar to the judiciary. Even here, however, security issues may bring dimensions to criminal cases that go beyond the familiar, and beyond precedent, at least in Canada.
Outside Our Walls
In fact, intelligence is also a facet in the building of a North American community including Mexico
The broadest North American question, of course, is whether it is desirable, or possible, to take two sets of multilayered arrangements with substantial histories and find enough points of commonality to let us build a true trilateral North American community?

Even if the answer is yes (not a foregone conclusion), the inclination will be to find an anchor or a foundation on which to build.  That leads us directly to the further development/expansion of NAFTA.

NAFTA is anything but the perfect tool for launching labour, social, and other initiatives as part of a trilateral building process.  NAFTA was and is about trade policy. Perhaps some of the framers had a glint in their eye that the treaty could become much more.  However, my recollection was that the negotiations pretty well exhausted the participants just getting agreement on the main trade issues. 

Not surprisingly, there are also those who question the fundamental desirability of a trilateral community. For example, a professor from the Patterson School at Carleton University, Jean Daudelin, argues that “for Canada, the trilateral option should not be pursued beyond existing arrangements, essentially around NAFTA, except in an ad-hoc manner and avoiding any significant institution-building.  Canada's bilateral relationship with the United States is vital and its management should not be cluttered by the massive complexity of Mexico-US affairs.”

Whatever the differing views on the broader issue, North American security issues are almost ubiquitous whenever there is talk about closer coordination and cooperation.  Why?  We need look no further than the statement by the leaders of the three countries in Waco, Texas, in 2006.  Having determined that changing times demand more to be done in North America with respect to prosperity and security, the three leaders declared that “Our (Security and Prosperity) Partnership will accomplish these objectives through a trilateral effort to increase the security, prosperity, and quality of life of our citizens.  This work will be based on the principle that our security and prosperity are mutually dependent and complementary…..”,

Complementary?  Rather, in this post 9/11 era, security is top dog. To borrow a phrase from Paul Cellucci, the former US ambassador to Canada, security, post 9/11, trumps trade.  Frank Harvey at Dalhousie University puts it a little differently: “The economics of security (the negative economic impact of security failures) will invariably trump the security of economics (the positive impact of sound economic policies) for at least two reasons: “First, any terrorist attack on U.S. soil will inevitably have a major, immediate and uniformly negative impact on the American (and international) economy anyway.  Second, in a security-conscious society faced with the challenge of perfection in the war on terror, the loss of 3,000 lives will invariably be perceived by the American public as a far more significant tragedy than the loss of 300,000 jobs.  Conversely, the potential to save 3,000 lives will be perceived as far more important than the potential to create 300,000 new jobs.”
 

What is Dr. Harvey getting at? Well, the 2004 Auditor General’s report on Canada’s contributions to security after 9/11 summarized Canadian priorities in terms of a profound sense of “economic insecurity” resulting from “heightened border security” and the “shutdown of civil air transport”.
      In short, the Americans are very worried about another attack, the strategic calculations in Canada remain focused on preventing or mitigating the economic consequences of America’s response.  This is entirely understandable given our economic dependence on the U.S. -- 43% of our wealth; 87% of our trade; 35,000 trucks and 500,000 individuals cross the border every day; etc. Billions of dollars tied to Canada-U.S. trade were lost as a direct consequence of 9/11, and despite the obvious economic benefits to both countries of keeping the border open there is no reason to expect a different outcome after the next attacks.
 

Which is to say, regardless of the mutual benefits of two-way trade, economic interests will be sacrificed at the altar of homeland security every time. 

Obviously, multilateral approaches to gathering and coordinating intelligence on terrorist activities and recruitment efforts, or tracking terrorist fund raising and other financial activities, are likely to be more efficient and cost effective than trying to do these things alone. As far as these relatively straightforward (and risk free) strategies go, of course, the U.S. is perhaps the most committed, active and successful multilateralist around. 

Except. Fundamental point. Intelligence organisms, wherever they may be housed (intelligence agencies, police forces, immigration services) are not prone to share. In fact they are highly allergic to sharing even with the occupant of the next office, never mind----foreigners.  When they do share, it is the result of broadly perceived and accepted national interest and years in the build up of mutual trust and confidence.  This is a reality between Canada and the US. It is not a reality between Canada and Mexico. It is a partial reality between the US and Mexico, driven by drugs, crime, and immigration factors.

Leaving this cavil aside, our leaders missed an opportunity in Waco to look at the continent as a single entity, a single perimeter, in all aspects of which each of the three countries has an individual and collective interest.  The idea of a perimeter causes a neuralgic reaction among many politicians in Canada.  There is an unwonted fear that giving content to the concept will trigger that other bogeyman, the “harmonization” of laws with others on the continent, thereby inevitably leading to a loss of sovereignty.  That is utter nonsense. 
This is not to argue for the disappearance of the border and is not to equate the “harmonization” of policies and procedures with the disappearance of Canadian laws, policies and procedures to a set of those same laws, policies and procedures “made in the U.S.A.”.  What it does mean is finding the common elements of those different sets of laws, policies and procedures, and incorporating them in a common set of rules that will rebuild the mutual trust and confidence vital to let life return as closely as possible to pre-September 11 levels.

As the next door neighbour and traditional close ally of the United States, the principal target of the terrorist’s wrath, Canada must be prudent in protecting itself against the possibility that we may be attacked as a target of opportunity.  No one really knows what form the next attack will take but most intelligence sources are agreed that it, or they, will come.

There remains skepticism about that judgment although I think that skepticism is unfounded, given the neighbourhood we live in, next to the number one target of the Islamic radical fringe.  Just by being an ally of the US, and that is not going to change, has made Canada and Canadians, targets. 

In the past, we have always been able to say that if there was a terrorist presence or activity on our soil, it was because some small elements of an immigrant community had imported their homeland strife with them: e.g. Armenians, Sikhs, the IRA and their Protestant counterparts.  Now, however, Canada’s very foreign policy leads us into areas of ideological and religious conflict where violence, more often than not, is seen as a means of resolution. In short, our own policies and actions may well motivate those who disagree with us to retaliate on Canadian soil.

Moreover, I think the anecdotal evidence is clear. In Canada’s Islamic community the great majority of religious centres promote a moderate and inclusive message.  However, there is a substantial minority of mosques which are much more radical and therefore congregations open or sympathetic to that radical message. Among the many forms of action leading from that message is the execution of an attack on Canadian soil.

In the intelligence and security community, nothing could be more important than our ability to manage the border issue.  In a world where perception is truth, many political voices have been raised in criticism in the United States, their influence bolstered by such high profile cases as the chance arrest of would-be bomber, Ahmed Ressam, at the BC/Washington border just before the millennium.  While political and media criticisms may not be well founded, they exist and are having an important impact on Americans, in and out of government.

Canadian entities in the security and intelligence community must, at all costs, deepen and strengthen their internal cooperation, and their exterior links.  Adequate funding to play a truly cooperative and effective role is a sine qua non.

I should mention that there is a growing problem with homegrown, second-generation terrorism.
Our country’s human landscape is dramatically changing, as is our increasingly urban geography. I say this to an audience which very little represents the makeup of the urban Canada that I know. A makeup which, within a decade or so, will see somewhere over 25% of Canada’s population comprised of citizens and residents originating from Asia, Africa, and Latin America.

 A recent publication by the Institute for Research into Public Policy (IRPP), Belonging? Diversity, Recognition and Shared Citizenship in Canada, edited by Keith Banting, Thomas J. Courchene and F. Leslie Seidle, suggests that Canadians have done a reasonable job to date in managing diversity. However, the same study warns that we have unfinished business both in recognizing and respecting difference and in strengthening social integration. 

Across the country, and especially in Quebec, there has been considerable reflection about how Canada accommodates its growing diversity. While dialogue, such as that provided by the Bouchard-Taylor Commission in Quebec, offered an opportunity for people to share their concerns, the IRPP publication argues that we must keep a balanced perspective. Overreaction and drastic changes to policies would be as bad as inaction. And the book concludes that Canada does not need to make a U-turn in its approach to multiculturalism and diversity. 

It nevertheless warns that problems could result from rising levels of immigrant unemployment, roughly double that of the Canadian-born population, lower income levels for recent arrivals, greater instances of perceived discrimination felt by newcomers, and slower social integration of visible minority immigrants. Most worrying, in my view, is the evidence that the sense of discrimination is higher among immigrants who have been in the country longer and among the children of immigrants. Out of these dissatisfactions emerges the home-grown or second generation terrorist, an alleged dozen of same are about to go on trial in Ontario.

Lastly, the international nature of terrorism has raised questions whether countries active in the counterterrorism arena need to conduct their own foreign intelligence operations.  Here, unlike countries with which Canada traditionally most closely associated (e.g. US/UK/Australia), Canada has no offensive or foreign intelligence service. Does it need one?  
In my view, except to augment information regarding defence operations, the answer is no. Moreover an attempt to create one will prove, in the end, to be a very expensive mistake.  In the first place, Canada is already in the foreign intelligence collection business, primarily through the information-gathering activities abroad of DFAIT and DND, which of course includes the CSE.  Secondly those departments, plus CSIS and the RCMP, have extensive partnerships and contact points throughout the globe which flow in essential data.  Thirdly, the CSIS Act ( S.16) has great flexibility in permitting foreign intelligence collection and activities within Canada.  Moreover, the combination of Canada's own resources plus its networks with allies and other international partners seem adequate in responding to terrorist threats to Canada, in particular, those emanating from Sunni Muslim extremism. 

That said, it cannot be stressed too strongly or too often that foreign relationships, some non-traditional, are vital to countering terrorism.  Just as important, these relationships must cut across all government institutions with an outward-looking face or mandate and their products utilized fully in a government-wide effort to combat terrorism.
As an aside, it is noticeable that in responding to crises there is often a propensity to solve apparent problems with bureaucratic devices.  The creation of new committees and institutions are the most frequently used among these devices.  

 For example, following 9/11’s failure by parts of the US intelligence community, the US has both established a new department of government, the Department of Homeland Security (DHS), and within it, a new intelligence unit.  What will be its real influence?  What actual powers will it have?  How will it relate to other members of the US intelligence community-an already crowded field of many, many players?  Will it serve the White House better?  Or simply become another bureaucratic way-station?  The jury is out but the prognosis is equivocal.
Who’s in Charge?

As can be seen from the large number of entities at the federal level involved in security and intelligence coordination has been and will remain a challenge.  In addition political leadership or clout is needed to make structures of whatever kind work effectively.  There is a need for integration and greater cooperation versus the stand-alone “silos” which are the natural state of “competing” bureaucracies.

In current circumstances, and believing that Canada's essential structures in the intelligence and security areas are unlikely to be significantly altered, essential issues are three.  At the political level in Canada, there has been little interest in utilizing intelligence as a regular tool and assist in decision-making.  This is in marked contrast to the uses to which intelligence is routinely put in countries, such as the United Kingdom, with a much longer traditional of intelligence gathering.
Secondly there is the associated question of intelligence coordination and the proximity that intelligence evaluations should have to policymakers.  Traditionally, intelligence essentially represents information to which some degree of judgment or evaluation has been applied.  Its value lies in the assessed reliability of the raw information on which has been rendered a professional judgment free of political or policy bent or bias.  Some argue that the time is ripe to bring policymakers closer to the intelligence process and to begin to include political judgments within the intelligence product.  

This is a slippery slope as the United States has discovered as attention is being drawn to apparent distortions relative to Iraq contained in the so-called intelligence product emanating from the special intelligence unit set up under the Bush administration within the U.S. Department of Defense. According to former Senator Bob Kerry, who served on the the Senate Intelligence Committee, “It appears they have the intelligence. The problem is, they didn’t like the conclusions”.
  Enquiries of a similar nature were the focus of the Foreign Affairs Select Committee of the UK Parliament relating to possible manipulation of the intelligence product by the Prime Minister’s political staff.
Thirdly, how can we ensure that timely intelligence evaluations are brought forward which reflect the inputs of the numerous departments and agencies listed earlier in this commentary? Although the PCO has done an adequate job in its coordinating role, it nevertheless remains too close to the political process.  At the very least it is spread too thin and, generally speaking prime ministers have had other priorities which drive the officials who serve them. 

The times demand that arrangements, different from the status quo, for coordination and production be made to ensure that the intelligence and  security system is functioning against the known and generally agreed threats to the security of the country and that its product comes from the information gathered and the expert judgments applied to that.  Models abound.  Britain’s Chairman of the Joint Intelligence Committee is nominally head of the UK’s intelligence structure.  The United States has the post of Director of Central Intelligence which has often been held by the head of the CIA. Both models have their advocates and detractors.

This is not an easy question.  It goes far beyond making a slight change in machinery of government accountabilities and, to be effective, must address the means by which a vast amount of data from human, mechanical and electronic sources can be managed, analyzed and utilized in a timely fashion.  Furthermore, experience shows that imported structures do not necessarily thrive in different surroundings; hence, a home-grown solution.  Perhaps a Committee.  If so, it must be headed by someone senior, knowledgeable, AND respected throughout the intelligence and government world.  Probably to remain within the PCO to stress the centrality of its work, but perhaps somewhat aside from it, with the head given unfettered access to the Prime Minister, other ministers, and the Clerk of the Privy Council.
Finally,

“The real test of our values as Canadians is in how they guide us in times of crisis, whether through military, intelligence, policing, administrative or legal responses.”
 

Hon. Ron Atkey, former SIRC Chair 
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